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	Project / Processing activity name:
	 



	Department / Business unit:
	 



	Author / Completed by:
	 



	Date DPIA started:
	 



	Data Protection Officer (DPO) consulted:
	 



	DPIA reference number:
	 



	How to use this template: Work through Sections 1–7 in order. Sections shaded in navy are where you write your assessment; each includes prompt questions in italics to guide your answer. Delete the prompts once you've filled in your own text, or leave them as a reference. This template follows the structure recommended by the UK ICO and is compatible with GDPR Article 35 requirements.




Step 0: Do You Need a DPIA? (Screening Checklist)
Answer the questions below. If you answer “Yes” to any question, a DPIA is likely required. When in doubt, complete the DPIA anyway, it is good practice and demonstrates accountability under Article 5(2).

	Screening question
	Yes/No

	1. Will the processing involve systematic and extensive profiling with significant effects on individuals?
	 

	2. Will you process special category data (health, biometric, genetic, religion, ethnicity, etc.) or criminal offence data on a large scale?
	 

	3. Will you systematically monitor a publicly accessible area on a large scale (e.g. CCTV)?
	 

	4. Will you use new technologies, or apply existing technology in a novel way?
	 

	5. Will the processing prevent individuals from exercising a right or using a service/contract?
	 

	6. Does the processing involve tracking individuals' location or behaviour, including online?
	 

	7. Will you profile children, or target marketing/services at them?
	 

	8. Could the processing result in physical harm, financial loss, discrimination, reputational damage, or other significant harm if a breach occurred?
	 

	9. Will data from this processing be combined, compared, or matched with data from other sources?
	 

	10. Does the processing involve data about vulnerable individuals (e.g. children, employees, patients)?
	 



	1. Describe the Processing

	What is the nature, scope, context, and purpose of the processing?
What personal data will be collected, and from whom? How much data, how often, and for how long is it retained?
How will the data be collected, stored, used, and eventually deleted?
Who are the recipients of the data (internal teams, processors, third parties, international transfers)?
What is the lawful basis for processing (Art. 6), and special category conditions if applicable (Art. 9)?
Notes:
 
 
 




	2. Consultation Process

	Whose views have been, or will be, sought (e.g. data subjects, employees, DPO, IT/security, legal, processors)?
If you are not consulting data subjects, explain why.
How will you carry out the consultation (survey, focus group, DPO review, vendor questionnaire)?
Notes:
 
 
 



	3. Assess Necessity and Proportionality

	What is the lawful basis for the processing, and does it clearly support the stated purpose?
Does the processing achieve its purpose? Is there another reasonable way to achieve the same result with less data?
How will you prevent function creep, and ensure data quality and minimisation?
How will you provide privacy information (transparency) to individuals, and support their rights (access, erasure, objection, etc.)?
What measures are in place for any processors, and are appropriate safeguards in place for international transfers?
Notes:
 
 
 




4. Identify and Assess Risks to Individuals
List each risk to the rights and freedoms of individuals arising from the processing. Score likelihood and severity as Low / Medium / High, and record the overall risk before and after mitigation.

	Risk description
	Likelihood(Low/Med/High)
	Severity
(Low/Med/High)
	Overall risk
	Mitigation / measure
	Residual risk

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 

	 
	 
	 
	 
	 
	 



	5. Identify Measures to Reduce Risk

	For each risk above, what additional measure(s) will you put in place (technical, organisational, contractual)?
Consider: encryption, pseudonymisation, access controls, retention limits, staff training, DPAs with processors, security testing.
What is the effect of each measure on the risk — eliminated, reduced, or accepted?
Is the residual risk acceptable, or does it remain “high risk” and require prior consultation with the supervisory authority (Art. 36)?
Notes:
 
 
 



	6. Sign-Off and Record Outcomes

	Summarise the measures approved, integration into the project plan, and who is responsible for implementing each.
Notes:
 
 
 



	Item
	Name / Role
	Date
	Notes

	Measures approved by
	 
	 
	 

	Residual risks accepted by
	 
	 
	 

	DPO advice provided
	 
	 
	 

	Summary of DPO advice
	 
	 
	 

	DPIA reviewed on
	 
	 
	 



	Next step: This DPIA should be reviewed periodically and whenever the nature, scope, context, or purpose of the processing changes materially. Keep this document on file as evidence of accountability under GDPR Article 5(2).
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